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Semester Vl

BCS33609

L
I
-

BCS33610

Computer Graphics

BCS33611

Network Security
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| Ledger Technology

Blockchain and Distributed

Course Code
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Fourth Year (—Scmcﬂ_é‘r-‘\:iﬂll) B.'l'ech.-(( SE)

- — - N -
T i et
- TVeachingScheme [ | Fxamination Scheme |
| Lectures | 3 Hre/week | CT-1 ' 15 Marks
T I ] 5 Varks
__Total Credit | 3 CA 10 Marks |
ESE | 60\ farks

| Total 100 Marks
s | Duration of ESE. 03Hrs 00Min
_Course Objective:

'] Tounderstand the fundamentals, legal and ethical aspects, and management standards of

| _Information secunty,
To leam symmetric and asymmetric cryptographic techniques, key management, and encryption

rI

T oenices used in industry
T To explore authentication methods. hashing, digital signatures, and identity management systems.
4 To implement and analyse network, transport-layer, and perimeter security mechanisms with
B _Ppractical tools.
S | To study and apply web, email. and e-commerce security techniques aligned with modern cyber
b _practices.
" Course Contents

Foundations of Information Security:

Need of information secunity, legal/ethical issues, attributes of security, OSI security
Unit I architecture, attacks, services, and mechanisms, Security policy, standards, lifecycle, classical
cryptography. Industry Standards: ISO/IEC 27001, NIST Cybersecurity Framework, GDPR
comphiance. Tools: Wireshark (traffic analysis), Nmap (vulnerability scanning). Case Study:
k _|_Security governance implementation in IT firms (e.g., IBM, Infosys).

Cryptography and Key Management

DES, AES, IDEA, RCS5, RSA, ECC, Diffie Hellman, cryptography principles. Introduction tof
Unitp | Tools: OpeqSSL, ClypTool, VeraCrypt, encryption/decryption. Modern Cryptograp_hyf
Quantum-resistant algorithms (post-quantum cryptography overview). Cloud Secuqty.
Encryption in cloud storage (AWS KMS / Azure Key Vault). Case Study: Data encryption
& strategy in banking systems or cloud infrastructure.

Authentication, Hashing, and Digital Signatures:

MDS5, SHA, HMAC, DSA, PKI, Kerberos, X.509 certificates. Introduction to Tools: Hashcat
Unit TI1 (password cracking demo), OpenSSL (digital certificate creation). A.ppli.cations: Identity and
Access Management (IAM) using Okta/Azure AD. Modern Authentication: OAuth 2.0, JWT
(JSON Web Tokens), Multi-factor Authentication (MFA). Case Study: Authentication
architecture in Google Workspace / AWS Cloud.

Network, Transport & Perimeter Security:

IPSec, TLS/SSL, Firewalls, IDS/IPS. Security tools overview: pfSense (Firewall),
Unit IV | Snort/Suricata (IDS/IPS), Wireshark (Packet Analysis). DevSecOps: Secure CI/CD pipelines
with Jenkins & SonarQube. Cloud Security: Security Groups & VPC Firewall rules
(AWS/Azure). Case Study: Incident detection using SIEM tools (Splunk, QRadar).
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::'ebs Email, and E-CommerceSecurity:
¢ & emal secunity, PGP, S/MIME, SET, smart cards Introductio ! testing) [ndustry
Unity | Suite (wWeb wulnerability scanming). OWASP ZAP Metasploil (cthica i)
~ L), AL fatl ty M()dcm OpIcs

Mtandards: OWASP Top 10 vulnerabilities, PCI-DSS for payment st 'WAF) Case Study
API Security, Zero Trust Architecture, Cloud Web App Firewalls ( AWS

n tosecurity tools: Burp

Cyber fraud detection in e-commerce svstems (¢.g., Amazon Pay, Razorpay)

Text Books

T William Stallings "C ryptography and network secunty, 8th Edition pr inciples and p pcaat
_|Pearson
12 Robert Bragge, Mark Rhodes, Keith Straggberg "Network Securty, The Complete
Reference", Tata McGraw Hill Publication
Reference Books
R1

_|_Bernard Menezes, —Network Securty and Cryptography, Cengage Learning z
R2 Nina Godbole, Information System Security, Wiley India Pvt [SBN978-81-265-1692-0

R3 Charlie Kaufman, Radia Perlman and mike speciner, "Network security, private
coOmmunication in a public world"

Useful Links

| https://www.infosecinstitute.com/resources/nerwork-security-lOl/a-deep-dtve-into-network-
secunty-protocols-safeguarding-digital-infrastructure-2024/ :

- “The Web Application Hacker’s Handbook” — for understanding underlying attack
technmiques (injection, XSS, auth flaws, etc.)

3 “Exploring network security: Firewalls, IDS, IPS and VPNs” — blog post summarizing

_perimeter security components & tools.

https://docs.aws.amazon.com/vpc/latest/userguide/vpe-security-groups. html

4
5 https://nptel.ac.in/courses/106/105/10610503 1/
6 https://nptel.ac in/courses/106/106/106106129/

National Institute of Standards and Technology (NIST) Special Publication — An

7 Introduction to Information Security (PDF) — https://doi.org/10.6028/NIST.SP.800-
12rINIST Publications

E-Commerce Security & Controls (PDF excerpt) —

8 https://cdn.taxmann.com/BookshopFiles/bookfiles/9789357788458 sampleNew7b891b1928
27 pdfcdn.taxmann.com

Principles of Information Security by Whitman &Mattord — details & edition info —
9 https://www.cengage.co.in/book-list/print/principles-of-information-security-with-mindtap-
7e-ac
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| 1 :andplam the prins I rse Qutcomes | CL | Session__

) %15 s, legal aspects, and architecture of information security 5 9
| d“\l)lemcnt Sym Secur'H_ROI'gLnlmcd with industry standards | | ~

% Sccurmfmc and  asymmetric encryption techniques and ? 9
i 3 ADl)ly amhenncmc LY Management using standard tools | . —

and 1deny, m 'on and hashing techmques and configure digital signatures 4 g
4 C°"ﬁgure an‘;"éssmcnt systems . "

~ Protoco) g for analyze firewalls, IDS/IPS, and secure communication 4 9
5 Valuate andcﬂte_rmlsc networks " | }

%mplcmcm web, email, and e-commerce security mechanisms 4 g

tools and frameworks 1 —
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Fourth Year (Semester-VIID B. Tech. (CSE)

SN

Lourse Codi !?9 NSYASO 2 (R esd '."h '\"\H!Ml’f)'*' 'y )

___..#—J
- o — e — — o
- ——————— - — S E———

Course Objective:

| Teaching Scheme T Examination Scheme ___
Lectures | 4Hrs/week |  CT-1 | 15Marks
Tutorial . CT-2 | 15 M_ETE? |
Total Credit 4 CA | 10 Marks
ESE 60 Marks
 Total | 100 Marks
| —— Duration of ESE: 03Hrs O()\Al_ﬂ .

1 Enable students to comprehend the meaning, objectives, motivation, and utility of researc

h in

J

academic and industrial contexts. - i
Introduce learners to essential rescarch concepts such as theory, empiricism, CONSITUCES,

definitions, and variables. — _
3 Provide insights into the nature of the scientific method and familiarize students with the

terminology, logic, and reasoning used in research. | .
4 Train leamers in identifying, defining, and formulating research problems, and in developing

|__relevant research and investigation questions. . . .
D Explain the concept, formulation, and testing of hypotheses, including the importance of null and

alternative hypotheses, and the criteria for a good hypothesis.

Course Contents

Unit |

Foundations of Research: Meaning, Objectives, Motivation, Utility. Concept of theory,
empiricism, deductive and inductive theory. Characteristics of scientific method
Understanding the language of research, Concept, Construct, Definition, Varable.

Research Process

Unit 11

Problem Identification & Formulation: Research Question, Investigation Question
Measurement Issues Hypothesis Qualities of a good Hypothesis Null Hypothesis &
Alternative Hypothesis. Hypothesis Testing , Logic & Importance.

Unit II1

Research Design: Concept and Importance in Research Features of a good research design,
Exploratory Research Design, concept, types and uses, Descriptive Research Designs|
concept, types and uses. Experimental Design: Concept of Independent & Dependent
variables.

Unit IV

_presentation activities based assignments,

Qualitative and Quantitative Research: Qualitative research, Quantitative research Concept
of measurement, causality, generalization, replication. Merging the two approaches. Paper

UnitV

Measurement: Concept of measurement— what is measured?. Problems in measurement in
research Validity and Reliability. Levels of measurement Nominal, Ordinal, Activities &
hands on session for various research Tools.

Text Books

13 Research Methodology: Methods and Techniques by C.R. Kothari & Gaurav Garg (New
Age International )

{1y, Business Research Methods by Donald R. Cooper & Pamela S. Schindler (McGraw-Hill)
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| i e
T3 R‘Cscarch Methodology: ’mc;{-ii.\?-gtcp Guide for Beginners by Rzirl"i‘irlzi—l"fi(jﬂ'—)_w
— e Reference Books cxccncm
R1 f(\]rcu(n:iaﬁ of Research by \‘ann(‘ C. Booth, Gregory GG Colomb & Joseph M W:llmmSMC]
& smndmg how to frame research questions, structure arguments, and write rese
——<ports L i e
R2 Research Methods for Business Students by Mark N K. Saunders et al. offers applied. business:
onented examples of research design, measurement and data analysis
i Al Useful Links i e S
] h“PS‘_f\\\\'\\' youtube com/watch?v=7Z-ZkmpQBIFo e R i
; https //www youtube com/watch?v=aJ E1Y bfkecl e S ot i J—— .
(lass
Sr. no. Course Oufcomes CL Session
1 Explain the fundamentals of research, including meaning, [ 5 9
_purpose, motivation, and utility of research. -
Distinguish between theory, empiricism, inductive and
2 deductive reasoning, and apply concepts related to the 2 7 ‘
scientific method.
Interpret basic research terminology such as concepts,
3 constructs, variables, and definitions used in academic 2 9
research.
Identify and formulate research problems, research questions,
4 and hypotheses with an understanding of measurement issues 4 9
and charactenistics of good hypotheses. 4
3 Demonstrate an understanding of hypothesis testing, its 3 9
) logic, importance, and application in research.

| ks 2
gs. O;) / //Apr. p 20 Applicable for AY

1.00 2025-26 Onwards
Principal Date of Release | Version
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- - . » \ ] : |
Fourth Year (Semester-VII B. lech. (CSF) - —
| B e 4 ' 4 : Y ) ) 4 _ i) : ) ‘ ’ |
. * T ination Sch |
I'eaching Scheme | E AR : f:;e - z

) - ] 1 b aArkKs
| ectures AHrs/week C1-} - — ]
— . J : ‘ CT-2 5 Marks |
Tutorial : : 5 Mark *'_
. T : : ' ArKkS |
1‘()'”' ( '.‘\d" '1 L ( /\,‘ ¥ . ~ . - -—

R g ',Q[', 60) Marks
T Total 100 Marks
el e . . — 1

NDuration of FSE- 03Hrs 00Min

e —— e i —— _‘
_— I — o —

(ourse (N\.il‘l‘ﬁ\ C. R o | —'H )
£vc e ce ng and 1ts relationship
] To introduce the basic concepts, definitions, and importance of deep learning

with Artificial Neural Networks (ANNS) — -1

""'Q/J To understand the working of various optimization algorithms used for tramning deep :,
models efficiently. — .

3 | Toexplore Convolutional Neural Networks (CNNS) for image-based applications and |
understand architectures such as LeNet, AlCXNG‘,ﬂY,QQL _@_",(_],_RE'_S.N.C.L« e S

7 | To understand Recurrent architectures like LSTM, GRU, and Encoder—Decoder models for
sequence leaming tasks. .

B T(glintmduoc (Jl;%ctr::(\?c models such as Generative Adversarial Networks (GANs) and Auto '
encoders for data generation and reconstruction. 2

Course Contents

Deep Neural Network: Types, Perceptron Training Rule, ANN Fonyard Neural network:
Unit | Forward Neural Networks, Back propagation neural network, Gradlgnt Descent & Back
Propagation Algorithm: Gradient Descent, Stochastic Gradient, Vanishing Gradient problenl

Introduction to deep learning: Definition, Importance, Types of Deep Learning Networks ;

Unit 1 Feed forward neural network (FFNN), Multi-layer Perceptron (MLP) Radial basis function
= Neural networks, Multi-layer perceptron, Convolution neural network (CNN), Recurrent.

¢ neural network. Application of Deep learning'in real time. ~
Deepleanﬁngarchitecmres:LSTM,GRU,Encoder/DecoderArchitectures, Long Short Term
Unit 11 | Memory Networks (LSTMs) Deep learning types of Auto encoders and Denoising Auto
encoders. Adversarial Generative Networks, Autoencoder and Deep Belief Model DBM
Types of Algorithms used in Deep Learning: Image Classification, Object Detection,
Unit IV Recurrent Neural Networks (RNNs), Generative Adversarial Networks (GANSs), Restri.cted

Boltzmann’s machine (RBM), Radial Basis Function Networks (RBFNS), Multilayer
Perceptron’s (MLPs), Self-Organizing Maps (SOMs), Deep Belief Networks (DBNS)
Convolutional Neural Networks: CNN Architectures, Convolution, Pooling Evolution from
Unit V LeNet and AlexNet to VGG, ResNet Layers, Variants of the Basic Convolution Funct.ion_g

Structured Outputs, DataTypes, Efficien tConvolution Algorithms, Random or Unsupervised
Features, LeNet, AlexNet

Text Books
T1 Simon Haykin, Charu C. Aggarwal, Satish Kumar,The Principles of Deep Learning Theory
T2 Nikhil Buduma & Nicholas Locascio, Neural Networks and Deep Learning,

Reference Books
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= Useful Links [T ——
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Sr. no, Course Outcomes 1, Session
....... PGSR W— oren S e
I Understand the fundamental umwplq of Artificial Neural Networks , 9
e | (ANN) and Deep Neural Networks (DNN). |
3 Apply Forward Propagation and Back Propagation algorithms, along ; 9
with Gradient Descent and its variants. | emai
3 Analyze and differentiatc  between various  Deep [Learning 4 9
architecturesand LSTM. -
4 Model advanced deep learning modelsGRU, Autoencoders, Denoising , 9
Autoencoders, Generative Adversarial Networks (GANSs) e
5 Implement and interpret various Deep Learning alg gorithms including ; 9
) CNN., RNN, GAN, AlexNet, LeNet
y . (A ’ E G —
{ / / / Apr. , 2025 Applicable
%, L 1,00 for AY 2025-
| X -y — 26 Onwards
airman | Dean Academics | Vice Principal Principal Date of Release Version
<0OD (Academics) ;¢ | remanane Maktod
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Fourth Year (Semester-VII) B. Tech. (CSE) B o
L ourse € odq { 114 L AR [,,,;Vg { u;;’i!;“‘:!-ﬂ..i-_jjﬁ‘?ﬁjf"” yti “
e Bk T T T [ Examination Scheme
" Lectures 4 Hrs/week | ~cr Sans SRR S'Mirks”“
ol | - C L
T — —cA | 10Maks
-5 il — " ESE 60 Marks
Total | 100 Marks
L’—”T;lvlvrd't';(’;n of ESE: 03Hrs 00Min,

Course Objective:
—

’J L ———————

Explore major cloud service and deployrﬁéﬁt models, and unde
operate on cloud infrastructure. . ,
Implement and manage big data storage, processing and analytics using

frameworks.

l
3

cloud and distributed

Design scalable, fault-tolerant pipelines for ingesting, storing, processing and visualizing large

volumes of data. | —
Analyze real-world case studies of cloud-based big data systems and derive best practices 1or

deployment, security, governance and optimization.

L—"‘:’
3
4
5

Course Contents

Foundations of Cloud Computing & Big Data: - [ntroduction to cloud computing:
definitions, characteristics, benefits, history. Cloud service models (Iaas, PgaS, SaaS ) .apd
deployment models (public, private, hybrid). Virtualization basics, resource pooling, utility
computing. Introduction to Big Data: definition, vs traditional data, the “4 V’s”, data growth
& challenges. Relationship between cloud computing and big data: why clouds enable big
data.

Unit ]

Cloud Architecture & Big Data Storage: - Cloud data centre architecture: compute,
storage, networking, virtualization layers. Storage models in cloud: block storage, file
storage, object storage. Distributed file systems for big data: e.g., HDFS (Hadoop
Distributed File System). NoSQL databases and storage for big data: key-value stores,
columnar databases, document stores (e.g., MongoDB, Cassandra). Data ingestion and pre-
processing: pipelines, batch vs stream

Unit 11

Big Data Processing Frameworks on Cloud: -MapReduce programming model: map,
reduce tasks, execution, YARN, scheduling. Apache Spark: RDDs, DataFrames, Spark
Unit III SQL, MLIib. Cloud deployment of big-data processing: using AWS (EMR), Azure
HDInsight, GCP Dataflow, etc. Batch vs real-time/stream processing; introduction to|
streaming frameworks (e.g., Spark Streaming, Katka)

Analytics, Machine Learning &Visualization for Big Data: - Big data analytics:
exploratory data analysis, data mining, clustering, classification, recommendation systems.
Machine Learning on large data: using Spark MLIib, scalable algorithms, outlier detection,
regression, collaborative filtering. Data visualization and dash boarding: tools like Tableau,
Power BI, Kibana for big data. Case studies: Web content analytics, social network
analytics, text and web mining

Unit IV
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Sccun’ty, Govemance, _(k‘osl ()p]itnixhtinn& i.')n'lcr;_“zit‘uz Trcnd?zf -..S:cc‘un:‘ty e (GDPR
cloud and 1"'!1'(‘3“‘ systems: encryption, access control, data lifecycle, cmnplm,nc;: rmancc‘
Unkt v H“’/\A). Govermnance, data quality, metadata management, data lineage per ”' cault.
; scalabihity, cost management in cloud big-data solutions: resource %hcm'l'mli;ta o
tolerance, auto-scaling. Emerging trends: edge/fog computing, server less b1g G4
data streams, federated leaming in big data systems
~FedlBooks
Tl Raj Kamal &PreetiSaxena, Big Data Analytics: Introduction to Hadoop, Spark, anc
Machine Leaming, McGraw Hill Education, 2018. ISBN 978-9353164960.
12 Tom White, Hadoop: The Definitive Guide (4th Edition), O’Reilly Media, 20"2/_,,
. | Reference Books T
R1 Bons Lublinsky, Kevin T Smith, Alexey Yakubovich, Professional Hadoop Solulions;
Wrox Press, 2014 s
. - ] cdition,
R2 A,' Shdcepl}ahg& Vijay Madisetti, Big Data Analytics: A Hands-On Approach, st E
VPT Publications, 2018. T
i Holden Karau et al., Learning Spark: Lightning-fast Data Analysis, O’ Reilly MC?_" a.
Useful Links _—
1 https: //www.cs situ.edu.cn/~wuct/bdpt/syllabus html
D https.//cloudmesh github.lo/classes/|523/20lé/course.html
3 https.//onlinecourses.nptel.ac in/noc21_cs86/preview
Class
Sr. no. Course Qutcomes CL Session
1 Understand the architecture, models and key components of ) 9
cloud computing and link these to big-data challenges.
Perform various cloud service models (IaaS, PaaS, SapS) aqd
2 deployment models (public, private, hybrid) as they pertain to big 3 9
data workloads. .
3 Apply distributed storage and processing frameworks (e.g., 3 o
HDFS, NoSQL, MapReduce, Spark) in a cloud context.
4 ‘Construct  data-ingestion,  preparation,  processing and 5 9
visualization pipelines for large-scale data on cloud platforms.
5 Evaluate cloud-based big data solutions considering performance, 5 9
scalability, security, cost and governance.

-

e ) Jj} \\ r
> i t{ ({ / A Apr. , 2025 Applicable

for AY 2025-

s 26 Onwards
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ettt ""““”!'ﬁ‘ car (S(‘""'Qt('rw\'lll) B.Tech. (€ SE) P TP
~— : : J s 23 ! “ | e ) ! - ()¢ |
~___ caching Scheme -’ | ¢ xamination Scheme
‘i{ - - . . ~
\_\_L_(‘f'_"l‘t‘s 4 Hrs/week - = r 5 Marks
1'“'0 j_— —— ‘ ——— ( r—" g | E———— —
L —— o ] 5 Marks
k‘\lo}-ﬁl_(_‘.':ﬁ‘!_i}_ 4 A JL" 10 Marks |
[ —ESE___ | 60 Marks
| 100 Marks
L; - T‘_)__tf.!..--———“"’h'— - , \
Ce ¥ TR Duration of ESE: 03Hrs 00Min
wo Objective: ' |
1 | To undersq
O understand softw - .
: arc project and program manao facycle. evaluation methods,
kz and Apile . practices, £r anagement, project lifecycle,
To underst -
stand and apply sofiware P ' t
. - roces: 1es for projec
& 2 _planning. I s models and effort estimation technique proj
; To underst ' T '
stand planning of activiti ' | |
g ¢S, task scl y ect execution
| optimization cheduling, risk management, and proj
4 | To . < _
e un - , AR -
: J_T :crstand monitoning of progress, cost control, contract management, and team performance.
0 : . . .
e | "V understand teamwork, quality assurance. reporting, and project closure processes.

Course Contents

Unit |

lntrodugtion to Software Project Management & Programme Management:
Introduction, Importance, Types of Projects, Contract & Technical Management, SPM

Activities, Methods and Methodologies, Project Charter, Stakeholders, Objectives, Business
Case3 .Success and Failure, Management Control, Project Management Life Cycle,
Iraditional vs. Modern Practices. Project Evaluation & Programme Management: Portfolio
Management, Cost-Benefit and Risk Evaluation, Programme Creation, Benefits
Management.Industry Add-ons: Introduction to Agile Project Management (Scrum
Framework): Roles, Sprint Planning, Stand-ups, Retrospectives., Project Tools: Jira, Trello,
Asana, MS Project hands-on use, Certifications Overview: PMI-CAPM, PMI-ACP, CSM.,
Case Study: Infosys Agile Transformation (Success/Failure Analysis).

Unit I1

Project Approach and Effort Estimation:
Build or Buy, Methodologies and Technologies, Software Process Models (Waterfall, Spiral,
Prototype, Incremental, RAD, Agile, XP, Lean), Iterative Process Management, Model
Selection. Effort Estimation: Basis, Techniques (Top-down, Bottom-up, Parametric, Expert
Judgement, Analogy, Function Point). Industry Add-ons: Agile & DevOps Frameworks:
SAFe, Agile-DevOps Integration. Modern Estimation Techniques: Story Points, Planning
Poker, Velocity Tracking. Tools: Jira Agile Boards, MS Project Estimator, Function Point
Workbench. Case Study: Agile vs. Waterfall Effort Comparison (TCS/Accenture).

Unit 111

Activity Planning and Risk Management: .
Activity Planning: Objectives, Scheduling, Network Models, Critical Path, Activity. Float,

Project Duration Optimization. Risk Management: Identification, Assessment, Planning,
Boehm’s Top 10 Risks, PERT, Monte Carlo Simulation. Industry Add-ons: Tools: MS
Project, Wrike, ClickUp, Primavera P6. Agile Sprint & Kanban Planning. Al-Based Risk
Tracking (Jira/Confluence). Cybersecurity Risk Management. Case Study: Risk Mitigation:

in Government IT Projects (UIDAI/GSTN).
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Monitoring, Control, and Contract Management:

Azare Boards Nashboarding Tools: Power B{. Tablcav

using Excel/MS Project.

- _— + J—— et

e

—————— T ——— —

Teamwork, Software Quality, and Project Closure: |
Team Formation, Decision Making, V irtual Teams. Communi

UnitV | Report.Industry Add-ons:Agile  Team  Dynamic?
Scrum Quality Models: CMMI, 18O 9001, Six Sigma.

Text Books

Mmm(‘n"g & Control Framework, Data Collection, Progress RevieW,
Eamed Valye Analysis, Change Control, SCM Managing Comtracts. TYP
o “\CC('Nancc‘ (Contract Management Managing People otivatio
Unit 1V | Safety. Industry Add-ons: DevOps Monitoring CI/CD using

Distributed & Hybnd Work Models. Contract Tools SAP Ariba
Case Study: Remote Team Management (Infosys/IBM)./ Jands-

Quality: Importance, Models (150 9126), Metrics, Quality Ma
Reliability, Quality Plans Project Closure: Process. Financ!

MM oA T00lS

Jenkins. Jira, Selenium, JUmt.Closure Automation: (.0
Retrospectives.Case  Study: Quality Management in

| t
(Microsoft/1BM).Hands-On: Prepare Project CIOSUM

Jenkins,
Agile feam

(yracle procuremen
(n F.amed Value /

i

nfluence

9. qrages.

Qeress. Fthics

: I..cadcmhup.SnﬁWare

Systems, Testing,
(losure, (loseout

gonar ( )\ybe.
Documentation,

f.nterprise Software

ve Summary.

fOrInNe.
[erms,

Urmrw!"’”'
¢ (loud

Distributed

R

TMH 6th 2018

T2

Tl %Soﬂwarc Project Management Bob Hughes, Mike Cotte Il Rayb Mall

Project Management and Tools & Technologies — An overview Shailes

t Mehta SPD st 2017

Reference Books

R1 Software Project Management Walker Royce Pearson 2005 Y p—T
R2 Software Project Management by Bob Hughes, Mike Cotterell, Rajib Mall (Author), M8
Education (Publisher)
Useful Links
] https.//www.youtube.com/watch‘?v=GczzbyKoeAU
https://onlinecourses.nptel.ac.in/nocZZ__csl07/preview?utm__source—"-'chatgpt-Com
3 https://onlinecourses.nptel.ac.in/nocZ4_mg0l/preview
Class
Sr. no. Course Qutcomes 1 CL Session
1 Understand software project management concepts, lifecycle, project ) 9
charter, portfolio evaluation and Agile-Scrum fundamentals. . 1
- Apply appropriate software process models and effort estimation 3 9
techniques for various project scenarios.
3 Develop project activity plans, scheduling, critical path charts and risk 4 9
mitigation strategies.
4 Monitor and control project progress using cost, earned value analysis, 4 9
change control and contract handling.
5 Demonstrate team collaboration, quality assessment, model compliance 4 9
and prepare complete project closure documentation.
N on oA Y.
\ : ‘
\Y (}y -~ Apr. , 2025 Applicable
; for AY 2025-
1.09 26 Onwards
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lulsira mji Gaikwad-Patil (hnll'(‘xg( of Illﬂ' ll{'('ritlu nmiTi”.(-'c—lwl_;l‘dI'ng.._\.f"M [ o |
Wardha Road, Nagpur- 441108
NAAC Accredited (A+ Grade)
An Autonomous Institute affiliated to RTMNT Nagpur
Fourth Year (Semester-VIIT B Tech, (CSE)

S aonyrse 0 }, f:{ -~?“(—'4T-! :' ﬁﬂ,—:( ‘!' i ";!f 1’ cate @ 0> - :
et . R — » batetease - |
Teaching Scheme | Examination Scheme

I —————— ’ . aemnsslisinel
| ectures | 1 Hrs/wcckl CT-1 5 Marks
————————— N = . o ———— .
Tutorial - CT-2 | 5 Marks
ek » — il |
W Credit | 4 H_— (._/\._ 1 () Marks |
e, . ESE 60 Marks
Total 100 Marks
 Duration of ESE° 03FHrs 00Min
l Course Objective: '
] Understand and Apply Regression Techniques i S | |
2 | Master Non-Linear Regression and Model Transformation
IR
3 Analyze and Interpret Panel Data Models and Dummy Variables
4 | Utilize Forecasting and Time Series Analysis Techniques
5 Explore Data Mining and Machine Learning for Business Insights
Course Contents
Simple Regression Analysis: Concept Fundamentals —of Regression Analysis
Requirements in Regression Model Building Model Diagnostics Interpretation of
Unit I Regression results for Management Decision. Multiple Regression Aqalysns: Concept
Significance of Multiple Regression Analysis Structure of Model Estimation [esting Rule
of Multiple Regression Analysis .
Non-Linear Regression Analysis: Concept Types of Non-linear Regression Models-
: Model Transformation Difference between Linear and Non-linear Regression Models.
Unit 11 : : : : ; . . . .
Diagnostics of Regression Modelling: Model Diagnostics Multicollinearity
Autocorrelation
Dummy modelling and Panel Data Model Dummy modeling: Dummy independent
Unit 11 modelling-linear probability Model-Logit Model-Probit model Panel Data Model: Concept
' - Panel Data Models Fixed Effects Model Random Effects Model Forms of Panel Data
Models - Applications to use Panel Data Models.
Forecasting and Machine Learning: Time Series Forecasting: Concept Forecasting
Techniques Measures of Forecast Error Trend Analysis Time Series Models Auto
Unit IV Regressive Model Applications of Time Series Models. Machine Learning: Concept
e Predictive Analysis under Machine Learning Model of Artificial Neural Networks (ANN)
Model of Random Forest Model of Support Vector Machine Assumptions under Machine
Learning.
Data Mining and Simulation: Data Mining: Concept Data Interpretation Data Reduction
Unit V Classification and Clustering Techniques Association Rule Mining Cause and Effect
Model.
Text Books Ee
T1 Guyjarati, D. N, & Porter, D. C. (2020). Basic Econometrics (5th Edition). s
T2 Hair, J. F., Black, W. C., Babin, B. J., & Anderson, R. E. (2019). Multivariate Data Analysis (8th
Edition).
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B N Reference Books : R
R1 Wooldl‘u_i.pﬂlj\_‘l (2020) Introductory Econometrics: A Modern Approach (7th Edition) %
R? James, G, Witten, D | Hastre, T, & Tibshiram, R (2013) An Introduction to Statistical Learning
With ApplicatonsimR i
_» o ~ Useful Links e
1 wtps //nptel ac in/courses/111105042 il
2 https //nptel ac in/courses/111104074 i
3 Wtp /A Www youtube com/watch?v=oh4dhmT-3BWM e
4 1ttp //wWwww youtube com/watch?v=5aMc1SK Y box
Class
Sr. no. Course Outcomes CL Session
b >
1 Understand and apply vanous regression techniques to analyze ) 9
relationships among variables o
> Demonstrate proficiency i non-linear regression and  model 3 9
transformation for complex data patterns | -t
3 Analyze and interpret panel data models and incorporate dummy variables 3 9
for categorical effects 2 1
4 Utilize forecasting and time series analysis methods to predict future 4 9
trends.
5 Apply data mining and machine learning techniques to derive meaningful 4 9
- business insights

L ) i
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Tulsiramji Gaikwad-Patil College of | ngineering and l-v(‘hnnlﬂﬂy
Wardha Road, Nagpur- 441108
NAAC Accredited (A4 Grade)

An Autonomous Institute affiliated to RTMNIU Nagpur

~—

——— e i —————

C — e

Fourth Year (Semester-VIIT) B. Tech, (CSE)

R

f nnree t n(s( “* “{‘7;‘}‘-, f.)l ':'?:". !

Teaching Scheme

Fxamination Scheme -

B—

l.ectures

e ——
e ——

4 Hrs/week CT-1 5 Marks

L

Tutorial

¥ C'T-2 |5 Marks

L_’fgtal Credit 4 CA 10 Marks

ESE 60 Marks_._

| 100 Marks

—

Duration of ESE! ()31‘1[3#(-)()\1111

———————————————

L—‘—"’- » 3
Course Objective:

—————
———————

1

-

To understand the fundamental concepts, principles, and benefits of DevOps

To explore GitHub integration for collaborative software development.

To integrate Selenium with Maven and Jenkins for automated testing.

2
3
4

To explore Docker commands, port binding, storage, volume, registry, compose, and swarm for
orchestration.

To develop and customize dashboards in Grafana for pipeline and performance monitoring.

Course Contents

Unit 1

Introduction to DevOps Introduction: Architecture, Lifecycle, Workflow Pﬁnciplgs,
DevOps Tools, Concept of Automation, Engineering, Pipeline Methodology, DevOps Vs
Agile.

Unit I1

Continuous Development Code and Build Tools: .Version.Control Using GIT:
Introduction, Features, benefits, GitHub, staging and commits, undoing changes, mnspecting

changes, branching and merging, collaborating: fetch, pull aqd push. | | .
Building Tools Mavens: Introduction to maven, Architecture, integration, plugin

management, master-slave architecture, delivery pipeline vs declarative pipeline

Unit II1

Testing/Continuous Integration/Continuous Deployment Selenium: Basic terminology,
features, limitations, selenium vsQTP, selenium tool suite, selenium with maven/Jenkins
Jenkins: Introduction, work flow, continuous integration, advantage and disadvantages,
architecture: master-slave, setup with github vs maven, configuration, management, user
management, pipeline, notification,

reporting, code analysis, distributed builds, automated deployment, metrics and
trends,servermaintenance,continuousdeployment,Jenkinsmanagingplugin.

Unit IV

Operate using Ansible /Puppet/ Docker /Kubernetes/Ansible: Configuration and
orchestration tools include Ansible, Puppet, Docker and Kubernetes. Ansible covers workflow,
architecture, commands, playbooks, roles, modules and YAML-based automation. Puppet includes
architecture, installation, modules, fileserver and classes. Docker focuses on containerization,
architecture, CLIL, volumes, registry and Compose/Swarm. Kubernetes includes Pods, ReplicaSets,
Deployments, scaling, rollbacks, services, ConfigMaps, Secrets and StatefulSets.

UnitV

Monitoring Tools: Nagios: Introduction, features of Nagios, architecture: schedular, GUI,
plugin, installation of Nagios core, advantage and disadvantage.

Prometheus and Grafna: Introduction to Prometheus and Grafana, Prometheus and
GrafanaSetup, Monitoring using Prometheus, Dashboard Visualization using Grafana,
creating Dashboard to monitor the Pipeline
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L

i T Text Books T
= A Practical Guide to Continuous Delivery, Eberhard Wolf, Addison-Wesley 2017
™ Devops with windows server 2016, Ritesh Modi .l’/i( KT Publishing enterprise |
Reference Books g—
R1 The De“"OPS 2.0 Tool Kit Vikt or Farcic PACK TBIRMINGHAM-MUMBATI Publishing
enterprise
R Implementing Qevops with Ansible 2 Joathan Mc Allister PACKT BIRMINGHAM-
MUMBAI Pubhshill&entemﬁse
L Useful Links e b
l ‘gsé/&“w\v.yomube.co:nlxvatch‘?wszngin’lTE&list=f’thNfFKat~aeIogDQCOX"E'Z TLDK
5 https://www youtube com/watch?v=hQcFEORDOCQ&list-PL900V P ThQOESZDIJsnEXZ2upW
K7aTY1X |
Sr. no. C CL Cla.”
ourse Qutcomes Session
1 CQl: Explain DevOps architecture, lifecycle, workflow and compare with ) 9
Agile. i ;
5 CO2: Uti]ize Git/GitHub for version control with branching, merging and 2 9
collaboration.
3 CO3: Build projects using Maven with plugins and automated pipelines.. . 3 4
4 CO4: Implement CI/CD using Selenium and Jenkins for automated testing 4 9
and deployment.
< COS: Deploy automation/orchestration tools (Ansible, Puppet, Docker, 4 9
Kubernetes) and monitor with Nagios, Prometheus, Grafana.
| - =
i | // Apr. , 2025 Applicable
?’ S\ o0 [|forAY2025-
{ g - 26 Onwards
irman | Dean Academics | Vice Principal Principal Date of Release|  Version
SO0 (Academics) D1 Préemanand|Naktode
Computer Science & ?n'gmeefm‘gice Principal’ Principal
mii Gaikwad Patil Cc'-¢ - TGPCET, Nagpur

jineering & TechnolC L,

(Academics)
kI GPCET, NAGPUR

Scanned by [8) Camera Scanner




amp Garkwad-Patil ¢ ollege of Engineering and I'echnolog)
Wardha Road. Nagpur- 441108
NAAC Aceredited (A+ Grade)

An Autonomous Institute affiliated to RTMNI Nagpur
Ij_‘m,'h Year (Scmcstcr-\""l) B. Tech. (CSF)

£ O ?. t 1 Ty
111 { ovele B ZIXRU9 (Vull Stack I,
b s

Teaching Scheme | | * _— ST
ST T T Examination Scheme
Lectures 4 Hrs/week SRS witbebedioh-olbiisbie ARG TN
ety o R et CT-1 5 Marks
Tutorial . 7 N L W
B e T TN O y 5 Marks
Total Credit 4 s SEREH . B i il
e CA () Marks
ESE 60 Marks
! g sl p— _ -
Total 100 Marks
| o ON
N T WY v Duration of ESE: 03Hrs 00Min. |
Course Objective: R —— , - |

B _:1; N To Understand lI]c concept of .NPT full Stack Development using C#, ASP, MVC CO_Q_t_{Q‘_lff'
2| 10 Applytheconceptin.NET full stack development. -
3 | To Design various applications using NET framework.
4 [To develop a basic web application using the ASP.NET MVC framework.
S 0 handle exceptions effectively using MVC’s exception-handling mechanisms.
Course Contents i .
Introduction.NET: Introduction NET, application and structure of application, Obj[efs:t
Unit ] Oriented Progfamming Concept in C#. Overview NET Core, architecture, CLK, CTS’I ccjimg,
ni Cciu

application structure and execution process. Fundamental programming concepts in C# 1n
OOP principles such as classes, objects, inheritance, polymorphism, abstraction and encapsulation.
Development of basic console applications using namespaces, assemblies and DLLs. ‘
Introduction to Database: Introduction concepts of LINQ, SQL Server gnd databa;e objects
Unit 11 including tables, triggers, stored procedures, functions and views. SQL opgrat:ons cqvenng DDL,
DML, DCL, TCL and CRUD functionality. Practical handling of queries, joins, functions, database
designing and trigger implementation. —
Introduction to Front end: HTML webpage construction, CSS styling, layout dw.gmng, DOM
manipulation and form creation using JavaScript. ADO.NET connectivity for linking NET

P applications with databases. Practical work includes frontend interface design, input validation,
styling and integration with backend through ADO.NET.
MVC: MVC structure with Model, View and Controller interaction flow, routing mechanism and
Unit IV request-response lifecycle. Configuration through Program.cs and Startup.cs, middleware setup,

controller creation and view rendering. Practical development of an MVC application from startup
to output screen, including CRUD operations.

Implementation Data Validation: Validation techniques using annotations, validation

summary, exception handling and structured error flow management. API routing, parameter

Unit V binding, JSON response generation and Postman-based API testing. Implementation includes

validated form submission, custom error handling, Web API creation, route configuration and

_project-level integration.

Text Books

T1 C# 9 and NET 5 — Modern Cross-Platform Development: Build intelligent apps,
websites,andserviceswithASP.NETCore5,Blazor,andEntity FrameworkCore using
Visual Studio Code" by Mark J. Price - This book covers the introduction

to.NET, object-oriented programming in C#,andASP.NET Core MVC development.
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™ ‘“‘l HTML ﬂ"fi.(‘SS Design and Build Websites” by Jon Duckett ~This book offer 92
- beginer-friendly introduction to HIML and €SS for frontend web development
i Reference Books
~ | Book Title: "C# 9 and NET 5 -~ Modern Cross-Platform Development Build
R1 intelligentapps, websites andserviceswithASP NETCore$,Blazor and Entity Framework
—— Core using Visual Studio Code™ Author: Mark I. Price - i ——
R2 Book ']jillc:"MicrmoﬂS()] Server2019 /;\Hcginncr'?;(}ni(ic.ﬂcvcmh Edition” Authof Dusan
_{Petkovic _ , il
o Useful Links ) BT i
l https //www youtube com/watch?v=H( )lx\V_Klicf)4y8 L S it
2 https /A www youtube com/watch?v bMd1sw-2RGg " e alaaaAR A
(lass
Sr. no. Course Outcomes | CL Session
| CO1: Understand NET framework components, CLR, CTS/CLS and OOP 2 J
principles in C# -+
s CO2: Apply OOP concepts to develop basic C# console applications using . 9
namespaces and assemblies. ' T T
3 CO3: Implement SQL Server operations using LINQ, triggers, stored 3 9
procedures and CRUD queries B
4 CO4: Design and integrate front-end interfaces using HTML, CSS, 3 9
JavaScript with ADO.NET connectivity. " Lo
fCOS: Develop and validate MVC applications with routing, controllers, 9
S CRUD operations, exception handling and Web API testing through 3
Postman.
Toti 57 \ ) :
;@/ = Apr. , 2025 Applicable
i o0 [forAY2025-
Chai Dean Academics | Vice Principal rl’ Inci ?h WQJ Mg Version PO
_H(.alrman (Academics) Dr P Pa?ni 'l ae
oy . . " N incipa
Zcmputer Science 8 Engineering vice Principal TGPCET Sagpur
e e y (Academics) :

, =+ { P d D 1 p -, 4
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Fulsiramji Gaikwad-Patil College of Engineering and Technology
Wardha Road, Nagpur-441 108

NAAC Accredited (A+ Grade)
An Autonomous Institute affiliated to RTMNU Nagpur |

Fourth Year (Semester-VII) B/ Tech. (CSE)

Course Code: BCS34810 (Information®& ( yvher Security 1.ah)

Teaching Scheme D | | Fxamination Scheme
T S ey WEEEEEEEE—— - T
Practical 2 Hrs/week CA F?‘_S.-\‘\_,Af"k} e
M nbad B Rba e e———1 e

Total Credit | ESE_ |25 Marks

N R s s Total 50 Marks

e ———————————————— — — -
Duration of PCC: 02 Hrs 00 Min

Course Objective

aEl

Students will be able to

p——

l

To understand the fundamentals, legal and ethical aspects, and management standards of

—

2

information security.

To learn symmetric and asymmetric cryptographic techniques,
_| practices used in industry.

3

signatures, and identity management Systems.

4

#LTO explore authentication methods, hashing, digital .
To implement and analyse network, transport-layer, and perim
_| practical tools.

eter security mechanisms with

To study and apply web, email, and e-commerce security technique

s aligned with modern cyber

7] SSL sockets.

S :
ractices. 0
Sr. No. List of Experiment . .
[ To Implement Classical Caesar Cipher and analyze its security weakness using frequency 1
1 analysis.
i Design and implement Playfair Cipher and evaluate its resistance against brute-force 1
2 attacks using Python.
Write a program to Implement RSA encryption/decryption and key generation using 2
3 Python’s cryptography library and OpenSSL
| et
4 To Implement secure key exchange between two systems using Diffie-Hellman al gorithm. 2
5 Write a program to generate and compare MD5 and SHA256 hashes for a given text I 3
+ 1
6 Write a program to implement digital signature creation and verification using RSA keys. 3
4 J
Write a program to implement Create a secure client—server communication channel using A
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ywords like “login  oOf 4

Wnite a Pt ()gi m\;(nd(‘t(‘(‘t S\Nhl(?!(nm Pﬂ('k(‘M contaming ke

Enginearing & Technnize

8 “ .
password 1L By
. 5
5| Write a program to detect SQL injection attemprs by scanning input STTITEZ 1 5
10 Simulate PGP-style (‘hﬁ_\' ph(m and decryption between sender and receiver |
- -
lext Books ol
——— e o o 3 pi <y ) - " Pearson
mel -/ William Stallings ..(q-yptngmphy and network security, principles and practices — Teia
) | Robert Bragge, Mark Rhodes, Heithstraggberg "Network Security, rhe Complete Referen™™ " |
McGraw Hill Publication et — - i A
Reference Books - - - - R —
] Bernard Menezes, —Network Security and Cryptography, Cengage Learning —
- 21.265-1694"
2 Nina Godbole. Information System Security, Wiley India Pvt Ltd ISBN978-81-265 I’/{Gn -
" |
2 Charlie Kaufman, Radia Perlman and mike speciner, Network security, private communica
' public world" bt
Useful Links R
I https://nptel.ac.in/courses/106/] 05/106105031/ ol
2 https://nptel.ac.in/courses/| 06/106/106106129/
T Class
Sr. no. Course Qutcomes CL’ﬂL Session
—
1 Explain the principles, legal aspects, and architecture of information security ) 9
and prepare a basic security policy aligned with industry standards. 2k
) Implement symmetric and asymmetric encryption techniques and demonstrate ) 9
secure key management using standard tools. e 5 i
3 Apply authentication and hashing techniques and configure digital signatures 4 9
and 1dentity management systems. 23
4 Configure and analyze firewalls, IDS/IPS, and secure communication protocols 4 9
for enterprise networks. i}
5 Evaluate and implement web, email, and e-commerce security mechanisms 4 9
using industry tools and frameworks.
W / Apr. , 2025 Applicable
gi' anand Nakmde 1.00 f;; 8::::115;
Dean Academics | Vice Principal pl,’.ﬂ%%' Date of Release Version
(Academics)
e e = ;T Nagpur
t of Computer Science & Engineering ‘ce Principal i
uiziramijt Gaikwad Patil College of (Academics)

TGPGET, NAGPUR
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